
Find the Red Flags - Answer Key 

Note the icon that appears next to the email address. The real Xfinity 

email uses the company logo as their image.  

 

The fake one is using a strange red, white and yellow, black icon. NOT 

the official Xfinity logo.  

The From section lists Xfinity.com in quotation marks. Following that link is 

the actual email address used—Application.Help@maryland.gov 

 

The rest of the email looks pretty official. Most of the links have been copied 

from an actual Comcast email coding. However, the button that stands out 

most is in the same color as the word 

declined, is large and it links to a 

garbage webpage. Originally this link 

took you to a login screen that was very 

similar looking to the real Comcast login 

page. Once you enter your personal 

username and password, the fraudsters 

will capture your information. If you enter your banking account information, 

they will have that captured as well.  

 

Is there anything that you see that we missed? Shoot us an email or give us 

a call if you have any questions.  

 

Blackhawk Federal Credit Union— (p) 724.846.7929 — 2358 Darlington Rd, Beaver Falls, PA 15010 

www.bfcu.net — info@bfcu.net — (f) 724.847.7618  


